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Abstract
Misinformation such as fake news and rumors is a serious
threat to information ecosystems and public trust. The emer-
gence of Large Language Models (LLMs) has great potential
to reshape the landscape of combating misinformation. Gen-
erally, LLMs can be a double-edged sword in the fight. On the
one hand, LLMs bring promising opportunities for combating
misinformation due to their profound world knowledge and
strong reasoning abilities. Thus, one emergent question is:
can we utilize LLMs to combat misinformation? On the other
hand, the critical challenge is that LLMs can be easily lever-
aged to generate deceptive misinformation at scale. Then,
another important question is: how to combat LLM-generated
misinformation? In this paper, we first systematically review
the history of combating misinformation before the advent
of LLMs. Then we illustrate the current efforts and present
an outlook for these two fundamental questions respectively.
The goal of this survey paper is to facilitate the progress
of utilizing LLMs for fighting misinformation and call for
interdisciplinary efforts from different stakeholders for com-
bating LLM-generated misinformation1.

1 Introduction
Misinformation has been a longstanding and serious con-
cern in the contemporary digital age [451]. With the pro-
liferation of social media platforms and online news out-
lets, the barriers to generating and sharing content have
significantly diminished, which also expedites the produc-
tion and dissemination of various kinds of misinformation
(e.g., fake news, rumors) and exaggerates its influence at
scale [127, 238, 248, 331, 430, 557, 646, 655]. As the conse-
quence of prevalent misinformation, the public’s belief in
truth and authenticity can be under threat. Thus, there is
a pressing need to combat misinformation to safeguard in-
formation ecosystems and uphold public trust, especially in
high-stakes fields such as healthcare [66] and finance [407].

The advent of LLMs [638] (e.g., ChatGPT, GPT-4 [49]) has
started to make a transformative impact on the landscape of
combating misinformation. In general, LLMs are a double-
edged sword in the fight against misinformation, indicating
that LLMs have brought both emergent opportunities and

1More resources on “LLMs Meet Misinformation” are on the website:
https://llm-misinformation.github.io/

challenges. On the one hand, the profound world knowl-
edge and strong reasoning abilities of LLMs suggest their
potential to revolutionize the conventional paradigms of mis-
information detection, intervention and attribution. In
addition, LLMs can be augmented with external knowledge,
tools, and multimodal information to further enhance their
power and can even operate as autonomous agents [563].
On the other hand, the capacities of LLMs to generate
human-like content, possibly containing hallucinated infor-
mation, and follow humans’ instructions [168] indicate that
LLMs can be easily utilized to generate misinformation in
an unintentional or intentional way. More seriously, recent
research [65] has found that LLM-generated misinformation
can be harder to detect for humans and detectors compared
to human-written misinformation with the same semantics,
implying that the misinformation generated by LLMs can
havemore deceptive styles and potentially causemore harm.
In this paper, we first provide a comprehensive and sys-

tematic review of the history of combating misinformation
before the rise of LLMs with a focus on the detection as-
pect in Section 2. Then we delve into both the opportunities
and challenges of combating misinformation in the age of
LLMs. As for the opportunities, we will illustrate “can we
utilize LLMs to combat misinformation?” in Section 3.
We will present the motivation for adopting LLMs in the
fight against misinformation, the current efforts on utiliz-
ing LLMs for combating misinformation, which are mainly
around the detection aspect, and an outlook embracing the
intervention and attribution aspects. As for the challenges,
we will discuss “how to combat LLM-generated misinfor-
mation?” in Section 4. We will dive into the characterization,
emergent threats, and countermeasures of misinformation
generated by LLMs. Looking ahead, we also point out the
potential real-world devastating risks of LLM-generated mis-
information in the near future, which may not be exhibited
yet, and the desired interdisciplinary measures. Through this
survey paper, we aim to facilitate the adoption of LLMs
in combating misinformation and call for collective ef-
forts from stakeholders in different backgrounds to
fight misinformation generated by LLMs.

2 History of Combating Misinformation
In this section, we conduct a systematic and comprehensive
review of the techniques for detecting online misinformation
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before the emergence of LLMs to provide an overview of the
history of combating misinformation in terms of the efforts
on detection. Generally, we propose to categorize the detec-
tion methods into seven classes based on real-world scenar-
ios: capturing linguistic features, leveraging neural models,
exploiting social context, incorporating external knowledge,
enhancing generalization ability, minimizing supervision
cost, and fusing multilingual and multimodality.

2.1 Capturing Linguistic Features
Numerous linguistic features have been studied for differ-
entiating misinformation from true information and can be
roughly categorized as stylistic features, complexity features
and psychological features [7, 180]. As for stylistic features,
prior research has found that misleading tweets are usu-
ally longer, use a more limited vocabulary, and have more
negative sentiment [22, 420]. Also, studies have shown that
fake news tends to favor informal, sensational, and affec-
tive language style since it aims to attract readers’ attention
for a short-term financial or political goal [17, 32, 393]. It is
discovered that misleading articles use more swear words,
subjective terms, superlatives, and modal adverbs to exag-
gerate a piece of news [410]. As for complexity features,
misinformation is likely to be linguistically less complex
and more redundant [22] when measured by textual lexi-
cal diversity (MTLD) and type-token ratio (TTR) [330]. The
typical psychological features are based on word counts cor-
related with different psychological processes and basic sen-
timent analyses such as Linguistic Inquiry and Word Count
(LIWC) dictionaries [485], which are shown to be strongly
associated with the possibility of being misleading [323].
Based on the linguistic patterns, multiple detectors are pro-
posed [7, 27, 134, 222, 257, 324, 324, 387]. For example, Mahy-
oob et al. proposed to leverage 16 linguistic attributes, which
include lexical, grammatical and syntactic features, to iden-
tify the nuance between fake and factual news [324].

2.2 Leveraging Neural Models
With the development of deep learning in natural language
processing, more recent works utilize neural models such
as Long Short-Term Memory (LSTM) [177] and Convolu-
tional Neural Network (CNN) [218] for feature extraction
and prediction instead of manually extracting linguistic pat-
terns [9, 76, 252, 318, 320, 327, 401, 498, 505, 558, 561]. For
example, Chen et al. built an attention-residual network
combined with CNN for rumor detection [76]. Vaibhav et al.
designed a graph neural network (GNN) based model to cap-
ture the sentence-level semantic correlation for fake news
detection [498]. Notably, as the burgeoning of pre-trained
language models (PLMs), more advanced neural models such
as Bidirectional Encoder Representations from Transform-
ers (BERT) [104] are also adopted for misinformation detec-
tion [37, 219, 383, 521, 600]. For example, FakeBERT com-
bines BERT and single-layer CNNswith different kernel sizes

and filters as the detector and outperforms conventional ma-
chine learning-based models [219].

2.3 Exploiting Social Context
Considering social media has been one of the major channels
for misinformation production and dissemination, it is essen-
tial to incorporate the social context for effectively detecting
misinformation and protecting the online information space.
Generally, social context can be divided into social engage-
ments and social networks. The social engagements refer to the
users’ interactions with content on social media including
tweeting, retweeting, commenting, clicking, liking, and dis-
liking. It is found that the user-news interactions are different
for fake and authentic news [453]. Thus, a series of works
has explored adopting social engagements as useful auxil-
iary information for detecting misinformation [84, 97, 268,
272, 285, 317, 409, 436, 444, 448, 497, 566, 576, 581, 582, 629].
For example, Shu et al. proposed a sentence-comment co-
attention sub-network to jointly model news content and
users’ comments for fake news detection [448]. Sheng et
al. developed a news environment perception framework
to exploit the user-news environment [444]. Another line
of works aims to leverage the social networks, which en-
compass multiple concepts such as propagation trajectories,
user-user networks, and user-post networks, to enhance
the detection performance. Since the structure of social net-
works can be captured and represented as graphs, a major-
ity of works focus on developing Graph Neural Network
(GNN) based models to detect various kinds of misinforma-
tion [42, 69, 92, 106, 130, 261, 333, 340, 361, 416, 425, 470,
471, 475, 476, 536, 537, 549, 580, 585, 609]. For example, Wu
et al. designed a new graph structure learning approach to
leverage the distinctive degree patterns of misinformation on
social networks [549]. Jeong et al. developed a hypergraph
neural network-based detector to capture the group-level
dissemination patterns [470]. Besides graph neural networks,
there are also some works modeling social context informa-
tion with a mixture marked Hawkes model [356], Markov
random field [360] or dual-propagation model [246].

2.4 Incorporating External Knowledge
There are generally two types of widely used external knowl-
edge embracing knowledge graphs and evidential texts for
assisting misinformation detection. The knowledge graphs
are usually constructed by domain experts and contain a
large number of entities and their relations, which is helpful
for checking the veracity of articles [89, 93, 111, 187, 329,
503, 556]. For example, Hu et al. proposed an end-to-end
graph neural network to compare the document graph with
external knowledge graphs for fake news detection [187].
The evidential texts refer to textual facts that can be used
for examining the authenticity of articles. Multiple works
have investigated evidence-based reasoning strategies for
misinformation detection [10, 67, 116, 138, 154, 163, 190, 215,
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229, 234, 274, 354, 364, 392, 429, 437, 445, 506, 507, 513, 514,
552, 572, 654]. For example, Jin et al. designed a fine-grained
graph-based reasoning framework to incorporate multiple
groups of external evidence in the detection process [215].

2.5 Enhancing Generalization Ability
In the real world, misinformation can emerge and evolve
quickly, indicating that the distribution of misinformation
data will likely keep changing. Thus, a line of research works
aim to enhance the generalization ability of misinformation
detectors under domain shift [197, 297, 346, 355, 457, 571,
651] and temporal shift [184, 650, 656]. As for domain shift, for
example, Mosallanezhad et al. built a reinforcement learning-
based domain adaptation framework to adapt trained fake
news detectors from source domains to target domains [346].
As for temporal shift, one example is that Hu et al. proposed
to use the forecasted temporal distribution patterns of news
data to guide the misinformation detector [184].

2.6 Minimizing Supervision Cost
Another major challenge for misinformation detection in
practices is the lack of supervision labels due to the hardness
of checking the factuality of articles and the intention to
detect misinformation in the early stage of dissemination.
Previous works have explored various approaches to address
this challenge including data augmentation [169, 452], active
learning [118], prompt based learning [198, 286, 551, 617],
adversarial contrastive learning [284], transfer learning [251]
and meta learning [614]. In particular, multiple works have
studied the problem of early misinformation detection [204,
269, 304, 460, 564, 610, 613, 616]. For example, Huang et
al. designed a social bot-aware graph neural network to
capture bot behaviors for early rumor detection. In addition,
there are some other works exploiting the weak supervision
signals, which can be weak labels, constraints from heuristic
rules, or extrinsic knowledge sources, for misinformation
detection [277, 449, 454, 530, 579].

2.7 Fusing Multilingual and Multimodality
Recently, it has attracted increasing attention to fuse multi-
lingual and multimodal information for misinformation de-
tection. As for multilingual detection, previous research aim
to leverage the high-resource languages to help low-resource
languages [86, 95, 99, 107, 194] or build a universal misinfor-
mation detector across multiple languages [34, 98, 153, 155,
161, 353, 362, 373, 433, 500]. The multimodal detection gen-
erally covers various combinations of different modalities
including text, images, audio, video, networking and tem-
poral information [1, 14, 59, 75, 77, 83, 85, 128, 189, 225, 291,
293, 294, 348, 394, 399, 438, 474, 474, 478, 479, 481, 527, 540,
547, 562, 602, 620, 633, 640, 641, 648] and has multiple modal-
ity fusion strategies including early-fusion, late-fusion and
hybrid-fusion [12]. For example, Sun et al. proposed to model
the cross-modal and content-knowledge inconsistencies in

a unified framework for multimedia misinformation detec-
tion [474]. In particular, combating video misinformation
has gained growing interest due to the proliferation of video-
sharing platforms such as TikTok and YouTube [48, 83, 395].
One example is that Choi et al. integrated comment, title, and
video information with an adversarial learning framework
for misinformation detection on YouTube [83].

3 LLMs for Combating Misinformation
In this section, we aim to illustrate the opportunities of
combating misinformation in the age of LLMs, i.e., can we
utilize LLMs to combat misinformation? First, we will
introduce the motivation of adopting LLMs in the fight. Then,
we will delve into the booming works on leveraging LLMs for
misinformation detection. Finally, we will provide an outlook
on trustworthy misinformation detection with the assistance
of LLMs, utilizing LLMs for misinformation intervention
and attribution, and the adoption of multimodal LLMs, LLM
agents, and human-LLM collaboration in the future.

3.1 Why Adopting LLMs?
Large language models have demonstrated their strong ca-
pacities in various tasks such as machine translation [244],
summarization [622], and complex question answering [482].
With regard to the realm of combating misinformation, the
advent of LLMs has started to revolutionize the previous
paradigms of misinformation detection, intervention, and
attribution. As shown in Figure 1, we summarize the reasons
from three perspectives:

• First, LLMs contain a significant amount of world
knowledge. Since LLMs are usually pre-trained on a large
corpus (e.g., Wikipedia) and have billions of parameters,
they can store much more knowledge than a single knowl-
edge graph, which is shown in previous benchmarks [68,
70, 188, 279, 473, 490, 605, 618] and discussed in related sur-
veys [51, 152, 368, 370, 512]. Thus, LLMs have the potential
to detect factual errors in misleading texts. One example
is shown in Figure 2. Even if “Mercury” and “Aluminum”
are medical terminologies, ChatGPT has an accurate un-
derstanding of these terms, reflecting that LLMs have a
wide range of world knowledge.

• Second, LLMs have strong reasoning abilities, espe-
cially in a zero-shot way. Previous research has shown
that LLMs have powerful capacities in arithmetic rea-
soning, commonsense reasoning, and symbolic reason-
ing [87, 191, 400, 568, 608], and can also decompose the
problem and reason based on rationales with prompts such
as “Let’s think step by step” [231]. Thus, LLMs can
potentially reason based on their intrinsic knowledge to
determine the authenticity of articles. The example in Fig-
ure 2 shows that LLMs such as ChatGPT can reason and
explain why a piece of misinformation is misleading. In
addition, LLMs’ strong zero-shot reasoning ability also
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Opportunities: LLMs for Combating Misinformation Challenges: Combating LLM-Generated Misinformation
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Figure 1. Opportunities and challenges of combating misinformation in the age of LLMs.

largely solves the challenges of distribution shifts and lack
of supervision labels in the real world.

• Third, LLMs can be augmented with external knowl-
edge, tools, and multimodal information, and can
even operate as autonomous agents. One major limi-
tation of LLMs is that they can potentially generate hal-
lucinations, which refer to the LLM-generated texts con-
taining nonfactual information. One of the main reasons
for hallucinations is that LLMs cannot get access to up-
to-date information and may have insufficient knowledge
in specialized domains such as healthcare [210, 414, 632].
Recent research has shown that LLMs’ hallucinations can
be mitigated with the augmentation of retrieved external
knowledge [296, 298, 352, 439, 625] or tools (e.g., search en-
gines such as Google) to get access to up-to-date informa-
tion [131, 143, 200, 398, 402, 403, 611]. Furthermore, LLMs
can be tuned to reason based on multimodal information
including images, code, tables, audio, and graphs [588, 637],
which indicates LLMs can also be applicable to combating
multimodal misinformation. LLMs have also been shown
to have the capacity to serve as autonomous agents in
various tasks [21, 301, 309, 519, 563, 573], which has great
potential to be used for autonomizing the process of fact-
checking and misinformation detection.

3.2 LLMs for Misinformation Detection
Recently, it has already witnessed increasing efforts explor-
ing how to utilize LLMs for misinformation detection. Ini-
tially, some works have investigated directly prompting GPT-
32 [50, 271], InstructGPT [369], ChatGPT-3.53 [33, 53, 178,
2gpt-3: https://platform.openai.com/docs/models/gpt-3
3gpt-3.5: https://platform.openai.com/docs/models/gpt-3-5

202, 213, 232, 276, 516, 627, 630] and GPT-44 [65, 384, 405]
for misinformation detection. For example, Pan et al. [369]
presented a program-guided fact-checking framework that
leverages the in-context learning ability of LLMs to generate
reasoning programs to guide veracity verification. Chen et
al. [65] have studied ChatGPT-3.5 and GPT-4 with the stan-
dard prompting (“No CoT”) strategy and zero-shot chain-of-
thought (“CoT”) prompting strategy for both human-written
misinformation and LLM-generated misinformation. The ex-
tensive experiments show that the “CoT” strategy mostly
outperforms the “No CoT” strategy. Also, a few recent works
have started to leverage LLMs for detecting multimodal mis-
information. One example is that Wu et al. used GPT-3.5 as
the feature extractor to detect out-of-context images [546].
Besides directly prompting LLMs, Pavlyshenko et al. [381]
adopted the parameter-efficient fine-tuning LoRA [185] on
an open-sourced LLM Llama 2 [488] for multiple tasks in-
cluding fact-checking and fake news detection.

Since the knowledge contained in LLMs may not be up-to-
date or sufficient in detecting factual errors, someworks have
explored augmenting LLMs with external knowledge [82] or
tools [81] for misinformation detection. Specifically, Cheung
et al. combined the retrieved knowledge from a search engine
and the reasoning ability of Llama to predict the veracity
of claims [82]. Chern et al. proposed a fact-checking frame-
work integrated with multiple tools (e.g., Google Search,
Google Scholar, code interpreters, Python) to detect the fac-
tual errors of texts generated by LLMs [81]. In addition, some
works studied utilizing LLMs to assist conventional super-
visedly trained detectors via generating weak labels [256],
rationales [183] or instances [6, 193, 456]. For example, Leite

4gpt-4: https://platform.openai.com/docs/models/gpt-4
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Figure 2. An example of leveraging ChatGPT to detect mis-
information and give explanations.

et al. employed a weakly-supervised learning framework
Snorkel [411] to leverage LLM-generated supervision sig-
nals for training misinformation detectors [256].

3.3 Outlook
In this subsection, we provide an outlook on combating mis-
information in the age of LLMs. First, we can further harness
multilingual and multimodal LLMs to build effective and
trustworthy detectors. Second, although the existing works
mainly focus on the detection of misinformation, LLMs have
great potential to be adopted in misinformation intervention
and attribution. In addition, we will discuss the application
of human-LLM collaboration in combating misinformation.

3.3.1 TrustworthyMisinformation Detection. Though
previous misinformation detectors have achieved relatively
high performance, it is under exploration on how to en-
sure trustworthiness in the detection process including ro-
bustness, explainability, fairness, privacy, and transparency,
which is essential for gaining the public trust [79, 292, 295,
487]. Some previousworks have explored the robustness [249,
311, 316, 461, 515] and explainability [126, 226, 267, 313, 448,
576, 589] of misinformation detectors. However, all these
works are based on conventional supervisedly trained de-
tectors, the emergence of LLMs has brought new opportu-
nities for building trustworthy detectors. For example, as
shown in Figure 2, LLMs such as ChatGPT can generate
fluent natural language-based explanations for the given
misinformation while predicting the authenticity, which is
more human-friendly than previous extraction-based expla-
nation methods [448]. The other aspects of trustworthiness
for LLM-based detectors are still under study.

3.3.2 Harnessing Multilingual and Multimodal LLMs.
It has been demonstrated that LLMs can be naturally ex-
tended to multilingual languages [28, 78, 136, 484, 538, 539,
545] and multimodalities [72, 125, 259, 260, 308, 517, 525, 588,
596, 624, 628]. First, multilingual LLMs have shown strong
generalization ability across different languages including
many low-resource ones. For example, one LLM named
Phoenix [78] can generalize to both Latin (e.g., Deutsch)
and non-Latin languages (e.g., Arabic). Thus, multilingual
LLMs can largely alleviate the low-resource challenges in
cross-lingual misinformation detection. Second, recent stud-
ies have demonstrated the impressive multi-sensory skills
of multimodal LLMs [596]. In particular, GPT-4V [588] has
manifested surprising capacities of visual-language under-
standing and reasoning, indicating the profound potential
in combating multimodal misinformation in the real world.

3.3.3 LLMs for Misinformation Intervention. Differ-
ent frommisinformation detectionmethods that mainly focus
on checking the veracity of given texts,misinformation inter-
vention approaches go beyond the pure algorithmic solutions
and aim to exert a direct influence on users [4, 31, 165, 427,
428], which is also a critical component of the lifecycle of
combating misinformation. Generally, there are two lines
of intervention measures. The most standard intervention
measures follow the pipeline of fact-checking and debunk-
ing after humans are already exposed to the misinforma-
tion [62, 216, 382, 382, 509, 510, 603]. The potential usage of
LLMs is to improve the convincingness and persuasive power
of the debunking responses. For example, He et al. [166] pro-
posed to combine reinforcement learning and GPT-2 to gen-
erate polite and factual counter-misinformation responses.
However, one drawback of these post-hoc intervention meth-
ods is that they may cause a psychological “backfiring effect”,
suggesting that humans end up believing more in the orig-
inal misinformation [103, 258, 480]. Thus, another line of
intervention methods aims to leverage inoculation theories
to immunize the public against misinformation [499]. Karin-
shak et al. pointed out the potential of employing LLMs to
generate persuasive anti-misinformation messages (e.g., pro-
vaccination messages) in advance to enhance the public’s
immunity against misinformation [223].

3.3.4 LLMs for Misinformation Attribution. Misinfor-
mation attribution refers to the task of identifying the author
or source of given misinformation, based on the assump-
tion that the texts written by different authors are likely to
have distinct stylometric features and these features will be
preserved in different texts for the same author [493, 494].
Misinformation attribution plays a vital role in combating
misinformation because it can be leveraged to trace the origin
of propaganda or conspiracy theories and hold the publish-
ers accountable. Although there are still no works adopt-
ing LLMs in misinformation attribution, LLMs have already
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exhibited great power in identifying [378] and manipulat-
ing [314, 377, 415, 421] stylometric features, indicating the
promise for tracing the authorship of misinformation. For
example, Patel et al. [378] performed stylometric analysis on
a large number of texts via prompting GPT-3 and created a
human-interpretable stylometry dataset, which shows that
LLMs have a deep understanding of the stylometric features.

3.3.5 Human-LLM Collaboration. The research in the
realm of human-AI collaboration and teaming aims to lever-
age the strengths of both humans and AI [18, 19, 181]. First,
human guidance helps steer the development of AI to maxi-
mize AI’s benefits to humans and ensure AI will not cause
unintended harm, especially for minority groups. Second,
AI can boost humans’ analytic and decision-making abilities
by providing useful auxiliary information. There are already
some works studying the adoption of human-AI collabora-
tion in combating misinformation [233, 336, 359, 462, 495].
For example, Mendes et al. proposed a human-in-the-loop
evaluation framework for early detection of COVID-19 mis-
information on social media, which combines both modern
NLP methods and experts’ involvement [336]. In the age of
LLMs, we call for more research to leverage the best of both
LLMs and humans in fighting misinformation.

4 Combating LLM-Generated
Misinformation

In this section, we will delve into the emerging challenges
in the age of LLMs. i.e., how to combat LLM-generated
misinformation? First, we will provide a characterization
of misinformation generated by LLMs, which has attracted
increasing attention in recent works [26, 65, 115, 141, 142,
160, 162, 202, 213, 228, 372, 463, 468, 477, 535, 550, 644]. Then,
we will illustrate the new threats brought by LLM-generated
misinformation in different fields, and the countermeasures
against LLM-generated misinformation including alleviating
hallucination, improving LLMs’ safety and detecting LLM-
generated misinformation. Finally, looking ahead, we antici-
pate the misinformation generated by LLMs and other large
generative AI models will cause more devastating real-world
impacts, which may not appear yet. Thus, we will discuss the
potential risks in the near future and the desired measures.

4.1 Characterization
In general, LLM-generated misinformation can be divided
into unintentional generation and intentional generation by
different intents [65]. As shown in Figure 1, the misinforma-
tion generated via unintentional generation methods mainly
refers to hallucinations, i.e., the nonfactual texts generated by
LLMs. Since hallucinations can occur in any generation pro-
cess of LLMs due to the intrinsic properties of auto-regressive
generation and lack of up-to-date information [210, 414, 594,
632], users without malicious intents may also generate non-
factual content when prompting LLMs. An example is shown

LLM-Generated Hallucination

Figure 3.An example of unintentionally prompting ChatGPT
to generate misinformation (i.e., hallucination).

Figure 2: An example of using ChatGPT for detecting misinformation

LLM-Generated Misinformation

Figure 4. An example of intentionally prompting ChatGPT
to generate Misinformation.

in Figure 3. When users adopt prompts such as “please
write a piece of short news”, LLMs (e.g., ChatGPT) will
probably generate content containing hallucinated informa-
tion, in particular the fine-grained information such as dates,
names, addresses, numbers, and quotes, even if the main
message may seem to be correct (e.g., the “Byline”, “Date”
and “City” in Figure 3 are fabricated). The intentional gener-
ation methods suggest that malicious users can knowingly
prompt LLMs to generate various kinds of misinformation
including fake news, rumors, conspiracy theories, clickbait,
misleading claims, or propaganda. One example is shown
in Figure 4. When the users use prompts such as “please
give an example of misinformation ...”, LLMs (e.g.,
ChatGPT) potentially will generate a piece of misinforma-
tion such as “Eating apple seeds can cure all types
of cancer because they contain a magic compound
called amygdalin ...”, though LLMs can also possibly re-
ply with “As an AI language model, I cannot provide
misinformation” owing to the intrinsic safety guard mech-
anisms of LLMs. Notably, recent research [65] has found
that the misinformation generated by LLMs (e.g., ChatGPT)
can be harder to detect for humans and detectors compared
with human-written misinformation with the same seman-
tics, indicating that LLM-generatedmisinformation can have
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more deceptive styles and potentially cause more harm. An-
other work [463] also shows that GPT-3 can generate both
accurate information that is easier to understand and misin-
formation that is more compelling.

4.2 Emerging Threats
LLM-generated misinformation has already posed serious
threats in the real world [36, 38, 122, 142, 335, 458, 542, 543].
In this subsection, we will discuss the immediate threats
of the LLM-generated misinformation on a variety of fields
including journalism, healthcare, finance, and politics consid-
ering its characteristics of deceptiveness and easy production.

4.2.1 Journalism. Journalism may be one of the fields
that LLM-generated misinformation has the most substantial
impact on. For example, in April 2023, NewsGuard identified
49 LLM-powered news websites in 7 languages including
English, Chinese, Czech, French, Portuguese, Tagalog, and
Thai [358]. These websites can possibly produce hundreds of
clickbait articles a day to optimize the advertisement revenue,
which causes vast amounts of pollution to online information
ecosystems. Since LLM-generated misinformation can have
more deceptive styles than human-written misinformation
with the same semantics [65], it is challenging for readers,
fact-checkers, and detection algorithms to effectively discern
truth from the misleading information generated by LLMs.
In the long run, as the line between human-written news
and LLM-generated news blurs, the public trust in legitimate
news sources could be undermined and the journalistic ethos
– centered on accuracy, accountability, and transparency –
might be put to the test. Thus, it is imperative for news
outlets to guarantee authenticity and uphold public trust.

4.2.2 Healthcare. Recent works have pointed out the rise
of adoption of LLMs in healthcare applications [167, 221,
266, 299, 357, 423, 426], however, they can also inadvertently
be a tool for the generation and propagation of health mis-
information [96]. For example, it is found that LLMs such
as GPT-3 can be used to generate totally fabricated health
articles that appear remarkably authentic [325]. Compared
with the informatics driven by human-written misinforma-
tion [13, 56, 66, 245, 380, 388], it can be even tougher to
combat LLM-driven informatics for the following reasons.
First, it is hard for unsuspecting users, who may lack the
nuanced understanding of clinical context and medical re-
search, to distinguish LLM-generated hallucinated health
content from authentic medical information. If they rely on
LLMs to seek health advice, it may lead to potential misinter-
pretations and adverse health outcomes. Second, malicious
actors can manipulate LLMs to craft plausible-sounding yet
erroneous medical content, promoting alternative healthcare
treatments or disproven theories for profit. This will not only
undermine the credibility of genuine health information but
also pose significant risks to public health.

4.2.3 Finance. Previous research has shown that human-
written financial misinformation can cause various detri-
mental consequences such as disrupting markets, misleading
investors, and amplifying economic instability [407]. In the
age of LLMs, the financial sector faces an even more escalat-
ing threat from LLM-generated misinformation, because bad
actors, who are potentially motivated by profit, sabotage, or
other malicious intents, can easily leverage LLMs to spread
disinformation campaigns, create counterfeit financial state-
ments, or even impersonate legitimate financial analysis.
Furthermore, considering the prevalence of high-frequency
trading and algorithm-driven investment decisions, even
short-lived misinformation may trigger automated trades
misled by the fabricated content. For example, it is reported
that the stock price of an artificial intelligence company
iFlytek has a deep drop due to a piece of chatbot-generated
misinformation [434]. Thus, stakeholders in the financial
industry should increase their awareness of the potential
threats of LLM-generated misleading content.

4.2.4 Politics. Misinformation has a longstanding grave
impact on the political spheres [2, 8, 135, 144, 159, 217, 328,
345, 374, 390, 391, 466]. The advent of LLMs can potentially
usher in a new age of misinformation and disinformation in
the realm of politics. The reasons can be summarized as the
following two points. The first threat of LLM-generated mis-
information is distorting democracy. LLMs can be easily
weaponized to generate deceptive narratives about candi-
dates, policies, or events at scale.When people are exposed to
such content, their perception of election candidates might
be altered, leading them to vote differently. More seriously,
the flooding of LLM-generated misinformation can possibly
weaken the citizens’ trust in the whole democratic process
and eventually erode the foundations of democratic systems.
The second threat is amplifying polarization. Bad actors
may leverage LLMs to craft personalized misinformation
tailored to individual biases and beliefs, which may resonate
with specific audiences and increase the likelihood of spread-
ing among targeted communities. This can result in exac-
erbating echo chambers and confirmation biases, driving
wedges between different groups and making consensus-
building even harder in the political spheres.

4.3 Countermeasures
In this subsection, we will discuss four major countermea-
sures against LLM-generated misinformation including alle-
viating hallucination of LLMs, improving the safety of LLMs,
detecting LLM-generated misinformation, and public educa-
tion, through which we hope to inspire more future works
on combating LLM-generated misinformation.

4.3.1 AlleviatingHallucination of LLMs. Hallucination
is the main source of unintentional LLM-generated misin-
formation. Recently, increasing works start to design ap-
proaches for evaluating [80, 81, 108, 210, 265, 287, 289, 349,
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413, 414, 464, 592, 594, 597, 623] or mitigating hallucina-
tion [5, 112, 114, 119, 147, 211, 255, 270, 290, 315, 326, 351,
626, 635]. In general, there are two lines of works on hallu-
cination mitigation. In the training stage, previous research
has explored training data curation or knowledge grounding
methods to incorporate more knowledge [186, 370, 607, 647].
In the inference stage, recent works have investigated meth-
ods including confidence estimation (or uncertainty estima-
tion) [201, 501, 567], knowledge retrieval [120, 214, 264, 306,
338, 508, 526, 601], enabling citations [132, 192], model edt-
ing [275, 337, 424, 593], multi-agent collaboration [90, 110],
prompting [105, 544] and decoding strategy design [88, 253].

4.3.2 Improving Safety of LLMs. The safety guard of
LLMs aims to prevent malicious users exploiting LLMs to
generate harmful content including various types of misin-
formation, which has been emphasized in a variety of survey
papers [15, 44, 52, 63, 64, 73, 91, 101, 102, 113, 117, 151, 171,
196, 224, 237, 281, 305, 347, 435, 446, 522, 529, 548, 577]. A
line of works has evaluated or benchmarked the safety of
various LLMs [203, 205, 288, 386, 412, 511, 523, 524, 569, 595,
621, 636, 649, 653]. Generally, the safety of LLMs can also
be strengthened in both training and inference stage. In the
training stage, previous works focus on designing alignment
training approaches such as reinforcement learning from hu-
man feedback (RLHF) to align LLMswith humans’ values [29,
30, 43, 121, 209, 242, 365, 441, 472, 492, 531, 591, 642, 643]. In
the inference stage, existing research has studied red team-
ing methods to find LLMs’ flaws [58, 129, 250, 332, 334, 385,
447, 465, 598, 604, 612, 652], prompt injection or jailbreak ap-
proaches to probe LLMs’ safety risks [100, 145, 199, 220, 247,
263, 300, 302, 303, 396, 404, 408, 443, 574, 590], and defense
methods for the evolving jailbreaks [170, 172, 236, 417, 541].

4.3.3 Detecting LLM-Generated Misinformation. Mis-
information detection is an important measure for platforms
to prevent its dissemination, which has been discussed in
related surveys [16, 41, 45, 54, 66, 148, 206, 239, 363, 375,
440, 496, 619, 631]. Previously, there are a large number of
works on detecting human-written misinformation includ-
ing fake news [23, 24, 164, 208, 280, 283, 459, 518, 553, 634],
rumor [133, 273, 319, 379], clickbait [74], cherry-picking [25],
and propaganda [94, 322, 327]. Recently, more research fo-
cuses on machine-generated misinformation or neural misin-
formation, suggesting that it is generated by neural models,
such as [3, 7, 39, 109, 128, 162, 249, 406, 450, 615] and its detec-
tion methods [40, 367, 432, 463, 467, 481]. In the age of LLMs,
there start to be some initial works exploring LLM-generated
misinformation detection [65, 81, 115, 142, 160, 213, 372, 532,
550, 644], but more research is strongly desired. It is worth
noting that detecting LLM-generated misinformation holds
a close connection with the techniques in detecting LLM-
generated texts, which can be directly adopted in detecting
LLM-generated misinformation or take effect via notifying
the readers of the potential inauthenticity. The problem of

AI-Generated Fake News

Figure 5. A real-world example of AI-Generated Multimodal
Misinformation.

detecting LLM-generated texts [60, 137, 150, 174, 175, 240,
241, 243, 278, 282, 307, 321, 341, 343, 344, 350, 422, 469, 483,
486, 495, 502, 504, 528, 534, 554, 555, 570, 584, 586, 606] as
well as the watermarking techniques [182, 230, 235, 254, 520,
575, 583, 599, 639] has attracted increasing attention.

4.3.4 Public Education. The goal of public education is
two-fold. First, the general public should be educated about
the capacities and limitations of LLMs, which can include the
understanding that while LLMs can produce coherent and
plausible-sounding texts, the LLM-generated content may
contain nonfactual information. Thus, the public education
can potentially reduce the risk of normal people abusing
LLMs and generating profound hallucinated information
unintentionally. Second, it is imperative to enhance the pub-
lic’s digital literacy and immunity against LLM-generated
misinformation. For example, the characteristics of LLM-
generated misinformation and the identification approaches
should be taught in different communities, especially the mi-
nority groups who have been found to be more susceptible
to misinformation [207, 227, 310, 366, 371].

4.4 Looking Ahead
In this subsection, we will discuss the potential risks of mis-
information generated by LLMs as well as other large gener-
ative AI models in the near future, which may not explicitly
be exhibited yet, including AI-generated multimodal mis-
information, autonomous misinformation agents, cognitive
security and AI-manipulation, as well as the needed inter-
disciplinary countering measures.

4.4.1 AI-GeneratedMultimodalMisinformation. With
the development of generative AI, we have witnessed an
exponential increase of various tools to create content in
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multimodalities, which include not only texts but also au-
dio, images, and video. For example, users can create high-
resolution images with close-sourced (e.g., Midjourney [339])
or open-sourced (e.g., Stable Diffusion [419]) text-to-image
generation tools. Also, multimodal LLMs (e.g., GPT-4V [588])
have demonstrated surprisingly strong capacities for visual
understanding and image-to-text generation. In reality, ma-
licious actors can easily combine these tools to craft hyper-
realistic yet entirely fabricated multimodal misinformation,
which may bring more challenges for normal people and
even digital experts. A real-world example of AI-generated
multimodal fake news is shown in Figure 5, which contains
both a piece of misleading text “Reports of an explosion
near the Pentagon in Washington DC” and a synthetic
fake image. We can also see the extent of potential impact
from the number of “views” and “likes”.

4.4.2 Autonomous Misinformation Agents. Recent ad-
vances in LLM agents have shown that LLMs can finish a
wide range of complex tasks automatically which require
multiple human-level abilities including planning, reasoning,
executing, reflecting, and collaborating [71, 179, 309, 519, 533,
559, 563, 645]. In the future, we can envision a society where
humans and agents live together [262]. However, it is also
shown that the current safety guard of LLMs can be easily
broken via fine-tuning [397, 455, 587]. Thus, the bad actors
can possibly create malicious autonomous misinformation
agents and deploy them in online information ecosystems.
The potential danger is that thesemisinformation agentsmay
operate without the need for humans’ detailed instructions,
tirelessly generate vast amounts of misleading content, adapt
to conversational contexts in real-time, and adjust their mes-
sages to cater to specific targeted audiences, which will make
a devastating impact on public trust and online safety. It is
worth noting that some recent works also discuss the risks
of LLM-powered bots [123, 578] and agentic systems [61].
To ensure that humans and agents live in harmony in the
future, more multidisciplinary efforts are desired.

4.4.3 Cognitive Security and AI-Manipulation. The
ultimate goal of AI technologies including LLMs should be
to maximize the benefits for humans. However, in the fu-
ture, LLM-generated misinformation could be weaponized
to serve as an emerging type of AI-powered cognitive at-
tacks, which can be defined as the cyber-physical-human
processes that manipulate humans’ behaviors for malicious
purposes by exploiting their cognitive vulnerabilities [195],
which pose serious concerns to humans’ cognitive secu-
rity [149]. Recent evidence has shown that LLMs can be
leveraged to infer the cognitive properties (e.g., personali-
ties) of humans from social media posts [389]. It is possi-
ble that bad actors or LLM-powered autonomous misinfor-
mation agents may exploit humans’ cognitive vulnerabili-
ties to maximize the impact, which is especially concern-
ing for minority communities. Furthermore, LLM-generated

misinformation can also be regarded as a new kind of AI-
manipulation [55, 57, 173, 376] or social media manipu-
lation [11, 565]. It is under-explored how to protect humans
against the negative impact of LLM-generated misinforma-
tion from a cognitive perspective.

4.4.4 Interdisciplinary Countering Efforts. In the long
run, combating LLM-generated misinformation needs efforts
from different disciplines including technology, sociology,
psychology, education, and policymaking. From the tech-
nology perspective, first, the factuality and safety aspects of
LLMs should be further strengthened. Second, more effec-
tive detection methods for LLM-generated misinformation
or texts are strongly needed. From the sociology perspective,
understanding the patterns of the dissemination of LLM-
generated misinformation or the behavior of LLM-powered
misinformation agents can help prevent the spread. From
the psychology perspective, recognizing the cognitive weak-
nesses that make individuals susceptible to misinformation,
which may be exploited by bad actors or LLM agents, can
lead to more effective intervention measures. From the ed-
ucation perspective, courses on digital literacy and critical
thinking can enhance the public’ discernment skills on LLM-
generated misinformation. From the policymaking perspec-
tive, it is pressing to enact regulations to mandate trans-
parency and accountability in the development and deploy-
ment of both close-sourced (e.g., ChatGPT, GPT-4) or open-
sourced (e.g., Llama2 [488], Mistral [212]) LLMs. It is worth
noting that the regulation of LLMs is an important compo-
nent of the overall picture of AI regulation, which is also dis-
cussed in recent works [20, 35, 46, 47, 124, 139, 140, 146, 156–
158, 176, 312, 342, 418, 431, 442, 489, 491, 560]. In addition,
we also need to involve the general public in the fight
against LLM-generated misinformation and foster construc-
tive discussions on the implications of LLM-generated mis-
information on free speech, privacy, and other fundamental
rights. By harnessing the efforts of multiple disciplines and
different stakeholders, we can form a multi-pronged defense
framework to combat LLM-generated misinformation and
safeguard information ecosystems.

5 Conclusion
The advent of LLMs can potentially usher in a new era of
combating misinformation, indicating both emergent oppor-
tunities and challenges. This survey paper first provides a
systematic review of the history of combating misinforma-
tion before the rise of LLMs. Then, we dive into an in-depth
discussion on the existing efforts and future outlook around
two fundamental questions on combating misinformation
in the age of LLMs: can we utilize LLMs to combat misinfor-
mation and how to combat LLM-generated misinformation.
Overall, LLMs have great potential to be adopted in the fight
against misinformation, and more efforts are needed to min-
imize the risks of LLM-generated misinformation.
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